
HLALA UPHEPHILE KU-INTHANETHI

Uhlu lokuhlola izimpawu ezixwayisayo ze-phishing

Igama Ibhizinisi Usuku

Uzogcina unalokhu
Indlela ephephile yokuvula i-akhawunti ngayinye yebhizinisi ngaphandle kokusebenzisa izixhumanisi,
nokuhlola izimpawu ezixwayisayo kunoma yimuphi umlayezo.

I-phishing i-imeyili, i-SMS noma umlayezo we-WhatsApp wamanga ozama ukukwenza uchofoze
isixhumanisi, uvule ifayela noma wabelane ngephasiwedi noma ngekhodi. Umkhuba ophephe kakhulu:
ungalokothi ungene nge-akhawunti usebenzisa isixhumanisi esisemlayezweni.

1. Setha izindlela eziphephile zokungena
Ku-akhawunti ngayinye, khetha indlela ephephile yokuyivula: i-app esemthethweni, i-bookmark
egciniwe, noma ukuthayipha ikheli wena ngokwakho. Yisethe, bese umaka.

I-akhawunti Indlela yami ephephile yokuyivula Isethiwe (maka)

isb. Ibhange lebhizinisi I-app esemthethweni yebhange ocingweni lwami Yebo

isb. I-SARS eFiling I-bookmark egcinwe ku-laptop yami Yebo

I-imeyili

2. Hlola umlayezo ngaphambi kokuchofoza
Uma umaka ngisho ibhokisi elilodwa, ungasisebenzisi isixhumanisi. Vula i-akhawunti ngendlela yakho
ephephile esesigabeni 1.

UHLU LOKUHLOLA
Izimpawu ezixwayisayo

Bengingawulindele lo mlayezo

Uthi "kuphuthumile", "namuhla" noma "i-akhawunti yakho izovalwa"

Unikeza imali ebuyiselwayo, umklomelo noma imali yentela engingayicelanga

Ikheli le-imeyili noma inombolo yomthumeli akuyona leyo engiyigcinile (bheka izinguquko
ezincane, isb. uhlamvu olulodwa olwengeziwe)

Ikheli lesixhumanisi akuyona iwebhusayithi yangempela (isb. igama elingajwayelekile
esikhundleni sekheli elijwayelekile lebhange lakho)

Ukupela noma indlela yokubhala kwehlukile emilayezweni yangempela evela kubo

Unokunamathiselwe engingakucelanga

Ucela iphasiwedi, i-OTP noma imininingwane yekhadi

Ungicela ukuthi ngikugcine kuyimfihlo
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Lo msebenzi uhlose ukufundisa kuphela. Akuyona iseluleko sentela, somthetho noma sezezimali. Imithetho nezidingo zingahluka ngohlobo lwebhizinisi
nendawo. Buza isiphathimandla esifanele noma umeluleki oqeqeshiwe mayelana nesimo sakho.



Khumbula

1. Abakhohlisi bakopisha amalogo. Ilogo ayifakazeli lutho.
2. Imininingwane yangempela (igama lakho, i-oda langempela) ayifakazeli ukuthi umlayezo

uyiqiniso.

3. Uma usuchofozile

ISINYATHELO NGESINYATHELO
1 Yima. Ungabe usathayipha lutho.

2 Uma ifayela lilanda noma lifaka, cisha i-Wi-Fi nedatha yeselula.

3
Efonini noma ekhompyutheni oyethembayo, vula leyo akhawunti ngendlela yakho ephephile
esesigabeni 1 bese ushintsha iphasiwedi. Uma uyithayiphe ekhasini elingelona iqiniso,
yishintshe nakuwo wonke ama-akhawunti asebenzisa iphasiwedi efanayo.

4 Sebenza ngoHlu lokuphendula ekukhwabaniseni.

Yabelana ngomkhuba

Engizokwenza
Bonisa izigaba 2 no-3 kuwo wonke umuntu ofunda imilayezo yebhizinisi
(isb. umuntu ophendula ama-imeyili amakhasimende)

Ubani

Kuze kube nini
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